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1. INTRODUCTION 
 

Technical interoperability is about enabling different applications and systems to communicate 
successfully, and to exchange information reliably and securely with each other.  The e-
Government Interoperability Framework (GIF) supports the Liberia Government’s strategy of 
providing client-centric joined-up services by facilitating the interoperability of technical 
systems between Government departments, as well as between Government systems and 
systems used by the public (including citizens and businesses). 
 
The Technical Standards defines a collection of specifications aimed at facilitating the 
interoperability of Government systems and services.  By bringing together the relevant 
specifications under an overall framework, ICT management and system developers can have a 
single point of reference when there is a need to identify the required interoperability 
specifications that should be followed for a specific project. 
 
By adopting these interoperability specifications, system designers can ensure interoperability 
between systems while at the same time they enjoy the flexibility to select different hardware, 
and systems and application software to implement solutions. 
 
Interoperability enablers include a mix of open standards and broadly licensed proprietary 
standards, as well as the ability to exploit APIs, formats and protocols of existing applications 
and technologies.  Over the last few years, XML and Web services have become widely adopted 
and recognized as the best method of ensuring interoperability between systems and 
applications.  In addition to these, there are other specifications in other areas that the Liberia 
Government must adopt to ensure that different systems on different platforms operate 
seamlessly. 
 

1.1 PURPOSE OF THE DOCUMENT 

 

The Technical Standards defines the minimum set of specifications that will ensure technical 
interoperability between government systems in Liberia.  
 

1.2 RELATED DOCUMENTS. 

 

This Technical Standards is related to the: 
 

 e-GIF Policy document 

 The Enterprise Architecture Document 

 The e-GIF Implementation Document. 
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 The e-GIF Governance Document 

 

1.3 THE DOCUMENT’S PRIMARY AUDIENCE 

 

The intended audience for the e-GIF Technical Standard includes: 
 

 ICT managers in the public and civil sector 

 System developers and system integrators; and 

 anyone (in both public and private sectors) involved with interoperability strategy and 
projects. 

 

1.4 ACKNOWLEDGEMENTS 

 

The Consultants extensively referenced information from the e-GIF of United Kingdom, Hong 
Kong, New Zealand, Afcanistan, India, Australia, United States, and Microsoft. 
 

1.5 TERMINOLOGY 

 

The meaning ascribed to specific metadata terms within the Technical Standards Catalogue is 
provided in the glossary at Appendix A. 
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2. PRINCIPLES FOR SELECTING TECHNICAL STANDARDS 
 

The standards selected for the Liberia eGIF are based on the following: 

1. Flexibility - Without violating the principle of minimising the set of allowed 
specifications,  the number of specifications chosen for each area should provide an 
appropriate level of flexibility without compromising the overall objective of 
interoperability;  

2. The specifications adopted should be either internationally recognised or de facto 
standards that are mature and are widely used in the industry 

3. The specifications adopted should be vendor and product neutral as far as possible 

4. Internet -The specifications should be well aligned with Internet (e.g. W3C and IETF) 
standards as the Internet is a major channel for delivering e-Government services;  

5. Scalability – standards must be scalable ensuring the usability, adaptability and 
responsiveness of applications as requirements change and demands fluctuate. 

6. Reusability – the selection of standards that are reusable are crucial for effective 
interoperability. Even though this selection principle might not have been stated clearly 
by various e-GIFs, their choice of specifications like SOAP v 1.0 is a clear indication of 
this.   

7. Openness – As stated earlier, openness is classified as an essential component of any 
interoperability framework and hence a key principle in selecting standards; that is, all 
standards and guidelines must conform to open standards principles.  

8. Market Support – The specifications selected are widely supported by the market. 

9. Security – ensuring reliable exchange of information that can take place in conformity 
with an established security policy.   

10. Privacy – guaranteeing the privacy of information in regard to citizens, business and 
government organisations. 



 

e-GIF Draft Report.doc                                         Page 8 of 36 
  

 

2.1 OPEN STANDARDS 

Open standards play a key role in achieving interoperability. Open standards enable products to 
work together. This gives governments choice among a diversity of applications from a wide 
range of suppliers/vendors and leads to innovative technological developments – the Internet is 
a great example as it is founded on open standards such as TCP/IP and HTTP. Open standards 
also ensure quality. Open standards describe openness in both: (1) the standards-setting 
process; and (2) access to the specifications. Open standards are usually contrasted with 
proprietary standards or a specification that is owned and controlled by an individual or a 
corporation. While there is no universal agreement on the definition of open standards, the 
following have emerged and are the minimum characteristics for a standard to be open: 
 

 Be accessible to everyone free of charge: no discrimination between users, and no 
payment or other considerations should be required as a condition to use the standard.  

 Remain accessible to everyone free of charge: owners should renounce their options, if 
any, to limit access to the standard at a later date.  

 Be documented in all its details: all aspects of the standard should be transparent and 
documented, and both access to and use of the documentation should be free.  

The Open Group, World Wide Web Consortium (W3C), Organisation for the Advancement of 
Structured Information Standards (OASIS), Object Management Group (OMG), Institute for 
Electronic and Electrical Engineers (IEEE) and The Internet Engineering Task Force (IETF) are 
identified as the main organisations that deal with open standards that ensure interoperability. 
 

2.2 ORGANISATION OF THE TECHNICAL STANDARDS 

In order to provide joined-up services, the interoperability specifications that the collaborating 
parties have to agree upon can be classified into 6 domains: 
 

 Application Integration Domain 

 Interconnection Domain 

 Security Domain 

 Data Domain 

 Information Access & Interchange Domain 
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The Technical Standards are tabulated for each area within a domain. The description of the 
columns of the standard tables is given below: 
 

Interoperability Area Name of the interoperability area in a Domain, which serves a specific 
purpose within the domain. 

Specifications Name of the standard/specification with its version number, if any 

Description A brief description of standard/specification 

Maturity Level A brief description of standard versions available, approval, and level 
of adoption. It would also specify whether standard is Matured and 
Current (MC) or Evolving (E).  

Enforcement Category 
 

This can have any of the following values 
 

M Mandatory 

O Optional 

Remarks Includes, other versions, hyper-links to respective sites and any 
limitations on the use of the standard, if any.  

 
Where applicable, another table will be provided that describes emerging standards in a 
particular domain for future considerations.  

2.3 APPLICATION INTEGRATION DOMAIN 

This domain comprises of technical specifications to enable applications to interact in an open 
environment. For this potential to be fruitful in achieving the right business collaboration and 
multiple stakeholder exchanges, the interoperability framework provides three major streams 
of application integration standards namely: 
 

 ebXML; and 

 Web Services based around a core set of standards: WSDL, SOAP and UDDI 

 Others 
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2.4 BXML STANDARDS 

The ebXML which stands for Electronic Business XML is a modular suite of specifications that gives businesses of any size the ability 

to conduct business over the internet. ebXML is referred to as the global standard for electronic business and its provided as an 

alternative to the use of EDI value added networks (VANS). 

 

The technical architecture of ebXML is composed of five modules: 

1. Business Process Specifications 

2. Partner Profile and Agreements 

3. Registry and Repository 

4. Core Components 

5. Messaging Service 

The ebXML modules define the protocols for the guaranteed delivery of documents between application systems in document-

oriented B2G or G2G collaboration. In March 2004, ISO approved the ebXML standards as international standards (ISO 15000). 

Interoperability 

Area 

Specification 

(s) 

Description Maturity Enforcement Remarks 

Business Process Business Process 

Specification 

Schema (BPSS) 

The ebXML Business Process Specification 

Schema (BPSS) provides the definition of an 

XML document that describes how an 

organization conducts its business. An ebXML 

BPSS is a declaration of the partners, roles, 

collaborations, choreography and business 

document exchanges that make up a business 

process. 

Version 2.04 

became an OASIS 

standard in 

January 2007. 

Version 1.01 is 

the most adopted 

version in public 

repositories.  

MC 

O docs.oasis-open.org/ebxml-

bp/2.0.4/.../ebxmlbp-v2.0.4-Spec-os-

en   f  

 

Should be considered where existing 

intra-government applications adopted 

the ebXML specifications. 

Partner Profile and 

Agreement 

Collaboration 

Protocol Profile 

A CPP defines following attributes of a trading 

partner: 

Version 1.0 

approved in 

11/01; version 2.0 

O https://www.oasis-

open.org/committees/ebxml-cppa/  
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and Agreement 

(CPPA v2.0) 

 Business Capabilities through Business 

Process. 

 The role for example, buyer or insurer they 

play within a collaboration 

 Defines the delivery channels and transport 

protocols. (HTTP, SMTP etc.) 

 Packaging way of business documents 

 Security constraints (SSL, Digital Certificate 

). 

 Provides per-party configuration to 

business process specifications. 

 

in Sept 2002.  

 

MC 

Also referred to as  ISO/TS 15000-1  

 

Should be considered where existing 

intra-government applications adopted 

the ebXML specifications. 

Registry and 

Repository 

Registry 

Information 

Model (RIM v3.0 

It defines the format and structure of a  

registry required to support the 

implementation of ebXML. Together with the  

ebXML Registry Services Specification, they can 

be used to implement an ebXML  

registry & repository for sharing information for 

business process integration. 

Version 2.0.5 

approved in April 

2002; Version 3.0 

approved in May 

2005.  

 

MC 

O docs.oasis-

open.org/regrep/v3.0/specs/regrep-rim-

   -os   f  

Should be considered where existing 

intra-government applications adopted 

the ebXML specifications. 

 Registry Service 

Specification (RS 

v3.0) 

The ebXML Registry Services (RS) Specification 

is one of the specifications within the ebXML 

framework of specifications. It describes how to 

build Registry Services that provide client access 

to the information content in the ebXML  

Version 2.5 was 

released in June 

2003 and version 

3.0 in May, 2005.  

O docs.oasis-

open.org/regrep/v3.0/specs/regrep-rs-

3.0-os.pdf 

Should be considered where existing 

intra-government applications adopted 
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2.5 WEB SERVICES STANDARD 

Web services extend the World Wide Web infrastructure to provide the means for software to connect to other software 

applications. Applications access Web services via ubiquitous Web protocols and data formats such as HTTP, XML, and SOAP, with no 

need to worry about how each Web service is implemented. The term "Web service" (or simply "service") typically refers to the 

piece of code implementing the XML interface to a resource, which may otherwise be difficult to access.  

 

The following three standard specifications will  be the basis for web service and application integration: 

 

 Web Service Description Language (WSDL) 

 Simple Objects Access Protocol (SOAP) 

Registry.  

MC 

the ebXML specifications. 

Messaging Services ebXML Message 

Service (ebMS 

v2.0) 

This specification defines the ebXML Message 

Service Protocol which enables  

the secure and reliable exchange of messages 

between two parties. It includes descriptions of 

the message structure usedto package payload 

data for transport and the behaviour of the 

message service handler responsible for 

sending and receiving messages. 

The current 

version 2.0.2 has 

been approved 

since April 2002. 

O https://www.oasis-

open.org/committees/ebxml-

msg/.../ebMS_v2_0.pdf 

Should be considered where existing 

intra-government applications adopted 

the ebXML specifications. 

Recommendations: 

 

Standards for reliable messaging are also emerging under the Web Services framework, i.e. WS-ReliableMessaging, WS-Reliability. Joined-up applications that are following 

Web Services standards should agree among the stakeholders on whether to adopt ebMS or some alternate protocol for reliable message exchange. 
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 Universal Description, Discovery and Integration 

 

Interoperability 

Area 

Specification 

(s) 

Description Maturity Enforcement Remarks 

Simple functional  

integration in an  

open environment  

(e.g. information  

retrieval from a  

remote application) 

Simple Objects 

Access Protocol 

v1.1 

SOAP 1.1 is a lightweight protocol intended 
for exchanging structured information among 
machines in a decentralized, distributed 
network environment. The framework has 
been designed to be independent of any 
particular programming model and other 
implementation specific semantics.  

The use of SOAP is independent of the way 
that the applications to be integrated are 
developed. 

SOAP version 1.1 

was published in 

May 2000. 

Version 1.2 

published in April 

2007.  

 

MC 

M Although version 1.2 has been available 
since 2007, the Basic Profile version 2.0 
was finalized in November 2010.  

http://www.w3.org/TR/soap12-part1/ 

Interoperability between different 

implementations of the Web Services use 

of this standard  specification can not be 

guaranteed yet 

Web Service 

Description 

Language 

(WSDL v2.0) 

Web Services Description Language Version 

2.0 (WSDL 2.0) provides a model and an XML 

format for describing Web services. WSDL 2.0 

enables one to separate the description of 

the abstract functionality offered by a service 

from concrete details of a service description 

such as“how” an  “where” that functionality 

is offered. 

Version 1.1 was 

published in 

March 2001. 

WSDL 2.0 became 

a W3C 

recommendation 

on June 2007 

 

MC 

M WSDL 2.0 became a W3C recommendation 

on June 2007. WSDL 1.2 was renamed to 

WSDL 2.0 because it has substantial 

differences from WSDL 1.1. 

 

http://www.w3.org/TR/2001/NOTE-wsdl-

20010315 

Universal 

Description, 

Discovery and 

Integration 

(UDDI v3) 

Universal Description, Discovery and 

Integration (UDDI) is a directory service 

where businesses can register and search for 

Web services. UDDIis a platform-

independent, XML-based registry for 

businesses worldwide to list themselves on 

Version 1 was 

published in Sept. 

2000; version 2 in 

May 2003 and 

version 3 in Feb 

M UDDI is an industry initiative, involving 

more than 220 IT and user companies.  

 

Note: Version 2 still has the widest product 
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the Internet. 2005.  

MC 

support. 

http://uddi.org/pubs/uddi_v3.htm 

Transactions WS-

Transactions 

WS-Transaction defines a set of protocols to 

coordinate the outcomes of distributed  

application actions. Web Services 

Coordination (WS-Coordination) v1.1, Web 

Services Atomic Transaction (WS-

AtomicTransaction) v1.1 and Web Services 

Business Activity (WS-BusinessActivity) v1.1 

were approved as OASIS standards in April 

2007. 

The latest version 

is 1.2, released in 

February 2009 

 

 

E 

O https://www.oasis-

open.org/committees/ws-tx/ 

 
 

 

Addressing WS-Addressing 

1.0 

Web Services Addressing 1.0 - Core (WS-

Addressing) defines two constructs, message 

addressing properties and endpoint references, 

that normalize the information typically provided 

by transport protocols and messaging systems in a 

way that is independent of any particular transport 

or messaging system. 

Later versions are 

not matured 

 

E 

O Web Services Addressing 1.0 - Core specification 

is a W3C recommendation. 

Business Process Web Services 

Business 

Process 

Execution 

Language (WS-

BPEL) 

WS-BPEL provides a language for the 

specification of Executable and Abstract 

business processes. By doing so, it extends 

the Web Services interaction model and 

enables it to support business transactions. 

WS-BPEL defines an interoperable integration 

model that should facilitate the expansion of 

automated process integration both within 

and between businesses.. 

The Web Services 

Business Process 

Execution 

Language 

Technical 

Committee (TC) 

was formed at 

OASIS in April 

2003. 

MC 

M WS-BPEL 2.0 became an OASIS standard in 

April 2007. 

BPEL to adopt web services as its external 

communication mechanism. Thus BPEL's 

messaging facilities depend on the use of 

the Web Services Description Language 

(WSDL) 1.1 to describe outgoing and 

incoming messages. 

http://uddi.org/pubs/uddi_v3.htm
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Recommendations: 

 

 When project teams select products to implement Web Services, they are recommended to take into consi eration the  ro ucts’ conformance to the WS-I’s Basic Profile 

1.1. In addition, project teams should implement their Web Services requests and responses in accordance with the WS-I Basic Profile. 

 The activities of the Web Services Interoperability Organization (WS-I) should be closely monitored (see http://www.oasis-ws-i.org). WSI is an industry body with a charter 

to “ romote Web Services intero erability across  latforms, o erating systems, an   rogramming languages   

 The use web services for application integration is preferred to the ebXML specifications; thus, unless specifically required Web Services should be adopted to ensure 

interoperability.   

 

 

2.6 EMERGING STANDARD FOR FUTURE CONSIDERATIONS 

 

Interoperability 

Area 

Specification 

(s) 

Description Maturity Enforcement Remarks 

Cloud Management 

Interface 

Open Cloud  

Computing 

Interface (OCCI) 

OCCI was originally initiated to create a remote 

management API for IaaS model-based services, 

allowing for the development of interoperable 

tools for common tasks including deployment, 

autonomic scaling and monitoring. It has since  

evolved into a flexible API with a strong focus on 

interoperability while still offering a high degree 

of extensibility. 

CDMI 1.0.2 was 

released as a 

Storage 

Networking 

Industry 

Association (SNIA) 

Technical Position 

in June 2012 

O http://cdmi.sniacloud.com/ 

CDMI earned an international designation 

as ISO/IEC 17826 in Oct. 2012.  

 

Cloud data 

management interface 

Cloud Data  

Management  

Interface (CDMI 

CDMI specifies the interface to access cloud 

storage and to manage the data stored  

therein. The standard is applicable todevelopers 

CDMI 1.0.2 was 

released as a 

Storage 

Networking 

O The CDMI specification 

uses RESTful principles in the interface 

design where possible."  

http://cdmi.sniacloud.com/
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v1.0.2 who are implementing or using  

cloud storage. 

Industry 

Association (SNIA) 

Technical Position 

in June 2012 

 

E 

 http://www.snia.org/tech_activities/stand

ards/curr_standards/cdmi 

ISO/IEC 17826:2012 

GIS and Spatial 

Applications 

OGC Web Map 

Services v1.1.1 

Web Map Service (WMS) Implementation 
Specification, also published as ISO 19128, 
provides three operations (GetCapabilities, 
GetMap, and GetFeatureInfo) in support of 
the creation and display of registered and 
superimposed map-like views of information 
that come simultaneously from multiple 
remote and heterogeneous sources. 
 

WMS version 

1.0.0 was 

released in April 

2000. Current 

version 1.3 was 

released in Jan. 

2004. 

MC 

O A WMS server usually serves the map in 

a bitmap format, e.g. PNG, GIF or JPEG. In 

addition, vector graphics can be included: 

such as points, lines, curves and text, 

expressed in SVG or WebCGM format. 

 

http://www.opengeospatial.org/standards/

wms. 

http://schemas.opengis.net/wms/ 

 

NOTE: WMS 1.3 and ISO 19128 are the 

same documents. 

 Geography Mark 

up Language ( 

GML) 

GML is an important standard released by 

the OGC that defines the grammer to 

express geographical features in the XML 

language. It is mandated that GML be 

adopted by the government of Afghanistan 

as the modeling language for its 

geographical and spatial systems. 

Version 1 in May, 

2000; version 2 in 

Dec. 2000 and the 

current version in 

2007. 

O GML is also an ISO standard (ISO  

19136:2007). 

http://www.opengeospatial.org/standards/

gml 

Earlier versions of GML were not ISO 

http://www.snia.org/tech_activities/standards/curr_standards/cdmi
http://www.snia.org/tech_activities/standards/curr_standards/cdmi
http://www.iso.org/iso/catalogue_detail.htm?csnumber=60617
http://en.wikipedia.org/wiki/Bitmap
http://en.wikipedia.org/wiki/Vector_graphics
http://schemas.opengis.net/wms/
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conformal (GML 1, GML 2) 

 Business  

Motivation 

Model (BMM),  

Business Process  

Definition 

Metamodel  

(BPDM),  

Business Process  

Maturity Model  

(BPMM),  

Business Process  

Modeling 

Notation 

(BPMN) 

 

 

 

 

 

 

A collection of business process management 

specifications are under development  

by Object Management Group (OMG). They 

include Business Motivation Model  

(BMM), Business Process Definition Metamodel 

(BPDM), Business Process  

Maturity Model (BPMM), Business Process 

Modeling Notation (BPMN), etc. 

Matured and 

Available in most 

repositories 

0 http://www.omg.org/technology/documents/br

_pm_spec_catalog.htm 
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Recommendations: 

 

It is mandated that the government of Liberia should adopt the standard specifications developed by the Open Geospatial Consortium (OGC). Open Geospatial Consortium is an 

international not for profit association of organizations from the commercial world, academia, governments and research institutions set up with the purpose of developing 

Open and free standard specifications for the management of geographical data). 

 

2.7 INTERCONNECTION DOMAIN 

The Interconnection standards specifies how information-processing resources are interconnected, and documents the standards 
for protocols (for network access and communication), topology (design of how devices are connected together), and wiring 
(physical medium or wireless assignments). 
 

Interoperability 

Area 

Specification 

(s) 

Description Maturity Enforcement Remarks 

Internet Protocol Internet Protocol 

(IPv4) 

Internet Protocol is designed for use in 

interconnected systems of packet-switched 

computer communication networks. It 

provides for transmitting blocks of data 

called datagrams from sources to 

destinations, where sources and 

destinations are hosts identified by fixed 

length addresses (IP addresses). 

MC M IPv4 hosts are unable to communicate 

directly with IPv6 hosts, and vice versa. 

Solutions based on upper layers of 

network protocols are required for 

interoperability between IPv4 and IPv6 

hosts. 

http://www.rfc-editor.org/rfc/rfc791.txt 

Internet Protocol IP version 6 (IPv6) is a new version of the 

Internet Protocol, designed as the successor 

MC O To meet the exponential growth of the 

Internet and the impending exhaustion 
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(IPv6) to IP version 4 (IPv4) [RFC-791]. 

The changes from IPv4 to IPv6 fall primarily 

into the following categories: 

• Ex an e  A  ressing Ca abilities 

• Hea er Format Sim lification 

• Im rove  Su  ort for Extensions an  

Options 

• Flow Labelling Ca ability 

of the IPv4 address space, it is advised 

that any new procurement of hardware 

should support IPv6. 

 

http://www.rfc-

editor.org/rfc/rfc2460.txt 

 

Wireless LAN 

Implementation 

IEEE  

802.11b 

802.11g 

802.11n:2009 

The 802.11 family consists of a series of half-

duplex over-the-air modulation techniques 

that use the same basic protocol. The most 

popular are those defined by the 802.11b 

and 802.11g protocols, which are 

amendments to the original standard. 

802.11-1997 was the first wireless 

networking standard, but 802.11b was the 

first widely accepted one, followed by 

802.11g and 802.11n. 

MC M Products of Wireless LAN with Wi-Fi 

Certification are recommended in order 

to ensure the interoperability between 

different manufacturers. 

 

http://standards.ieee.org/findstds/stan

dard/802.11n-2009.html 

http://standards.ieee.org/getieee802/d

ownload/802.11n-2009.p 

Email Transport SMTP  Simple Mail Transfer Protocol (SMTP) is an 

Internet standard for electronic mail (e-mail) 

transmission across Internet Protocol (IP) 

networks. It transfers mail between a client 

and the mail server.  

MC M  

http://tools.ietf.org/html/rfc5321 

Mail Box Access Post Office 

Protocol v3 

POP3 is a client/server protocol in which e-

mail is received and held on a mail server. 

Periodically, the mail box on the server is 

MC O  
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(POP3) checked and any mail downloaded. 

Internet 

Message Access 

Protocol Version 

4 (IMAP4) 

IMAP4 allows a client to access and 

manipulate electronic mail messages on a 

server. IMAP4 permits manipulation of 

remote message fol ers, calle  “mailboxes”, 

in a way that is functionally equivalent to 

local mailboxes.  

IMAP4 also provides the capability for an 

offline client to resynchronise with the 

server. 

MC O  

IMAP4 is a proposed IETF standard 

defined in RFC 3501. 

Hypertext Transfer Hypertext 

Transfer 

Protocol (HTTP 

v1.1) 

HTTP is a generic, stateless, protocol which 

can be used formany tasks beyond its use for 

hypertext, such as name servers and 

distributed object management systems, 

through extension of its request methods, 

error codes and headers. HTTP has been in 

use by the World-Wide Web global 

information initiative since 1990. 

MC M  

 

http://www.ietf.org/rfc/rfc2616.txt 

Directory Services Lightweight 

Directory Access 

Protocol (LDAP 

v3) 

The Lightweight Directory Access Protocol 

(LDAP) is an Internet 

protocol for accessing distributed directory 

services that act in accordance with X.500 

data and service models. 

MC O  

http://tools.ietf.org/html/rfc4510 

Domain Name Service Domain Name 

Service (DNS) 

The Domain Name System (DNS) is a 

nomenclature for computers, services, or 

any resource connected to the Internet or a 

private network. 

MC M  

http://www.ietf.org/rfc/rfc1034.txt 

http://www.ietf.org/rfc/rfc1035.txt 



 

e-GIF Draft Report.doc                                         Page 21 of 36 
  

It translates human understandable Internet 

domain and host names to 

numerical identifiers (Internet Protocol 

addresses) associated with networking 

equipments for the purpose of addressing. 

Recommendations: 

 

 IPv4 and IPv6 are expected to co-exist for a long period of time due to the prominent role IPv4 is currently playing. Project teams are highly advised to select products 

that support or with roadmap to support IPv6 in addition to IPv4. 

 

2.8 SECURITY DOMAIN 

Information security and data protection standards and policies are required in ensuring effective interoperability between MDAs.  

 

Interoperability 

Area 

Specification (s) Description Maturity Enforcement Remarks 

Transport -Level 

Security 

Secure Socket 

Layer v3.0:1996 

The Secure Sockets Layer (SSL) is a 

commonly-used cryptographic protocol for 

managing the security of a message 

transmission on the 

Internet. It has been succeeded by 

Transport Layer Security TLS 1.0 (RFC 

2246), which is based on SSL 3.0. SSL uses a 

program layer 

located between the Internet's Hypertext 

Transfer Protocol (HTTP) andTransport 

MC M SSL protocol relies on the use of public 

key encryption technology for 

authentication and encryption. The 

intent was to be a “security  rotocol 

that provides communications privacy 

over the Internet. 

 

http://www.mozilla.org/projects/securi

ty/pki/nss/ssl/draft302.txt 
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Control Protocol (TCP) layers. http://tools.ietf.org/html/draft-ietf-tls-

ssl-version3-00 

Transport Security 

Layer for Web 

Browser and 

Server 

Transport Layer Service Protocol (TLS) is a 

cryptographic protocol for 

managing communication security of a 

message transmission on the Internet. It 

was based on Secure Sockets Layer (SSL) 

MC O http://www.ietf.org/rfc/rfc5246.txt 

TLS v 1.2 is SSL v 3.3 

Email Security Secure Multi-

purpose Internet 

Mail Extensions 

S/MIME v3.1 

Secure/Multi-purpose Internet Mail 

Extensions (S/MIME) provides a 

consistent way to send and receive secure 

MIME data. Based on the 

popular Internet MIME standard, S/MIME 

provides the following cryptographic 

security services for electronic messaging 

applications: 

authentication, message integrity and non-

repudiation of origin (using 

digital signatures), and data confidentiality 

(using encryption). 

MC M Products of Wireless LAN with Wi-Fi 

Certification are recommended in order 

to ensure the interoperability between 

different manufacturers. 

 

http://www.ietf.org/rfc/rfc3851.txt 

 

S/MIME 3.2 – was published by IETF 

during January 2010, but not widely 

adopted yet. 

 

(http://tools.ietf.org/html/rfc5751) 

IP Network-Level 

Security 

Internet Protocol 

Security (IPSec) 

IPsec (Internet Protocol Security) is a 

standard for security at the network or 

packet processing layer of network 

communication. 

MC Mandatory for 

Site-to-Site 

VPN; SSL may 

be useful for 

client based 

VPN. 

In December 2005, a third generation 

documents RFCs 4301 - 4309 were  

published which are largely a superset 

of the earlier standards (RFC 2401 -  
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2412) introduced in 2001 

Encryption & Hashing 

Algorithms 

Symmetric 

Encryption 

Algorithms  

 - DES, 3DES AES 

Data Encryption Standard (DES), Triple DES 

and Advanced Encryption Algorithm. 

MC Minimum 

encryption of 

3DES. 

 

M 

The choice of algorithms depends on 

the level of security required. In 

addition, AES supports key lengths of 

128, 192 and 256 bits offering different 

levels of cryptographic strength. The 

interacting parties should either agree 

before implementation on the 

algorithm to use or should enable some 

auto-negotiation mechanism. 

Digital Signature 

Algorithms 

The DSA digital signature is a pair of large 
numbers represented in a computer as 
strings of binary digits. The digital signature 
is computed using a set of rules (i.e., the 
DSA) and a set of parameters such that the 
identity of the signatory and integrity of the 
data can be verified. The DSA provides the 
capability to generate and verify signatures.  
 

MC O Only one version of DSA exists. 
However, multiple examples of DSA are 
available. These examples use the 1024-
bit modulus size. For examples, see  
 
http://csrc.nist.gov/groups/ST/toolkit/d
ocuments/dss/Examples-1024bit.pdf  
 

Secure Hashing 

Algorithm (SHA-1) 

SHA-1 converts the content of a message 
that is to be signed into a number that is 
incorporated into the signature which is 
placed on the document, before the 
signature is encrypted. This ensures that 
the encrypted signature which is sent with 
each message is different from that sent on 
other messages and cannot be re-used on a 
different message.  
 

MC M  The National Institute of Standards and 
Technology (NIST) has approved hash 
algorithm SHA-1 for digital signatures. 
SHA-1 is also described in ANSI X9.30 
and ISO/IEC 10118-3:1998.  
 
SHA-1 is recommended above MD5 due 
to its larger message digest making it 
more secure against brute force 
collision and inversion attacks.  
 
There are harder and stronger hash 
functions but are not matured. 
Introduced by NIST in 2010 (SHA-224, 
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SHA-256, SHA-512). 

Cryptographic 

Certificate  

Certificate Request 

-  

PKCS #10 v1.7 (RFC 
2986)  

De facto standard from RSA Security for a 
request for certification of a public key . 

MC O Certificate Request Message Format 
(CRMF) (RFC 2511) 

Certificate Profile -  

RFC 5280 (X.509 
v3)  

The standard governs the format of X.509 
digital certificates.  
 

MC O  

Certificate 

Revocation List - 

RFC 5280 (X.509 
v2)  

Defines the format and semantics of 
certificate revocation lists (CRLs) to enable 
the status of digital certificates issued by 
different certification authorities (CAs) to 
be verified. 

MC O http://www.ietf.org/html.charters/pkix-
charter.html  
 

Wireless LAN Security Wi-Fi Protected 
Access (WPA)  
 

WPA is a standard-based, interoperable 
security technology for Wi-Fi networks. It 
provides data protection by using 
encryption as well as access control and 
user authentication.  
 

MC M  
WPA has been the mandatory 
requirement for Wi-Fi certification since 
August 2003.  

Wi-Fi Protection 

Access (WPA2) 

WPA2 is a standard-based, interoperable 
security technology for Wi-Fi networks. It 
provides data protection by using 
encryption as well as access control and 
user authentication.  

MC M WPA2 is the approved Wi-Fi Alliance 
interoperable implementation of 
802.11i.  
 
In addition to WPA, WPA2 provides a 
stronger encryption mechanism through 
AES, which is a requirement for some 
corporate and government users.  

Exchange of 

Authentication and 

Authorization 

Information 

Security Assertion 

Markup Language 

(SAML v2.0) 

Security Assertion Markup Language 
(SAML) is an XML-based framework for 
communicating user authentication, 
entitlement, and attribute information.  
 
SAML promotes interoperability between 
disparate security systems, providing the 

MC O Various efforts to build profiles and 
related specifications on top of SAML 
v2.0 are proceeding.  
 

http://docs.oasis-
open.org/security/saml/v2.0/saml-2.0-
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framework for secure e-business 
transactions across company boundaries.  

os.zip 

 

XML Based 

Authorization 

eXtensible Access 

Control Markup 

Language (XACML 

v2.0) 

eXtensible Access Control Markup 
Language (XACML) is an XML-based 
language for access control that is 
standardized in OASIS. XACML describes 
both an access control policy language and 
a request/response language. The policy 
language is used to express access control 
policies (who can do what and when). The 
request/response language expresses 
queries about whether a particular access 
should be allowed (requests) and describes 
answers to those queries (responses).  

Version 2.0 was 

ratified 

by OASIS standard

s organization on 

February 1, 2005. 

Version 3 was 

released in Jan 

2013.  

 

MC 

O https://www.oasis-

open.org/committees/xacml   

 

XML Encryption XML-Enc  

 

This specification specifies a process for 
encrypting data and representing the result 
in XML. The data may be arbitrary data 
(including an XML document), an XML 
element, or XML element content. The 
result of encrypting data is an XML 
Encryption element which contains or 
references the cipher data. 
 
 

E O http://www.w3.org/TR/xmlenc-core/ 

On 13 March 2012, W3C published XML 
Encryption Syntax and Processing v1.1 
as a candidate recommendation.  
 

XML Signature XML Signature This specification specifies a process for 
encrypting data and representing the result 
in XML.  
XML Signatures provide integrity, message 
authentication, and/or signer 
authentication services for data of any 
type. In this context, our concern is limited 
to the digital signing of XML documents / 
messages.  
 

E O In June 2008, W3C published XML 
Signature Syntax and Processing 
(Second Edition).  
 

http://www.w3.org/TR/xmlenc-core/ 

http://en.wikipedia.org/wiki/OASIS_(organization)
http://en.wikipedia.org/wiki/Standards_organization
http://en.wikipedia.org/wiki/Standards_organization
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Secure exchange of  

messages in a Web 

Services environment 

WS-Security Basic 

Profile 

Web Service security standards are 
necessary to enable message integrity, 
message confidentiality and message 
authentication for XML documents used in 
Web Services. These standards define how 
security is applied to SOAP messages  
 

MC M Project teams should closely monitor 

the development of the WS-I Basic 

Security Profile and follow its 

recommendations when it is ratified. 

Recommendations: 

 When using Encryption algorithms, the interacting parties should either agree before implementation on the algorithm to use or should enable some auto-negotiation 
mechanism.  

 Security specifications should be selected based on the level of security required. For example, the use of WPA may be adequate in certain government environment.  

 

2.9 DATA INTEGRATION DOMAIN 

The World Wide Web ( W3C) developed Extensible Mark Up language XML has been identified to be used for Data Exchange and 
integration between systems. 

The following XML based standards developed by W3C would be followed:  

 Extensible Markup Language (XML) 1.0  

 Extensible Style sheet Language (XSL) Version 1.1,  

 XML Schema Definition Language (XSD ) 

Interoperability 

Area 

Specification 

(s) 

Description Maturity Enforcement Remarks 

Data Description 
Language (for 
exchange of data 
 

Extensible Markup 

Language (XML) 

XML is a meta language to create tags to 
define, transit, validate and interpret 
data. It is mandated to be used as the basis 

for data integration standards. 

MC M http://www.w3.org/TR/2006/REC-xml-

20060816 

Data Schema 
Definition 

XML Schema (XSD) 
1.0 Part 1: 
Structures, XML 

XML Schema defines the structure and 
content of XML documents.  
There are languages for 

MC M XML Schema was approved as a W3C 
Recommendation on 2 May 2001.  
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 Schema Part 
2:Datatypes 
 

specifically expressing XML Schemas such 
as the DTD ( Document Type Definition) 
and XML Schema(W3C). 

http://www.w3.org/XML/schema 

 

Data Transformation 
for Presentation 
 

Extensible Style 

sheet Language 

(XSL) Version 1.1 

Extensible Stylesheet Language (XSL) is a 
language for expressing stylesheets. It 
consists of two parts: 

1.a language for transforming XML 
documents (XSLT), and 

2. an XML vocabulary for specifying 
formatting semantics. 
 
An XSL stylesheet specifies the 

presentation of a class of XML documents 

by describing how an instance of the class 

is transformed into an XML document that 

uses the formatting vocabulary. 

MC M http://www.w3.org/TR/2006/REC-

xsl11-20061205/ 

Meta-data elements 
for content 
 

ISO 15836:2009 
(Dublin Core 

Metadata Element 

set ) 

The Dublin Core Metadata Element Set is a 
vocabulary of fifteen properties for use in 
resource description. The fifteen-element 
“Dublin Core”  escribe  in this 
International Standard is part of a larger set 
of metadata vocabularies and technical 
specifications maintained by the Dublin 
Core Metadata Initiative (DCMI).  

MC M http://dublincore.org/  

ISO Standard 15836-2003 of February 

2003 [ISO15836] 

• ANSI NISO Stan ar  Z 9 85-2007 of 

May 2007 [NISOZ3985] 

• IETF RFC 5 1  of August 2  7 

[RFC5013] 

http://www.iso.org/iso/iso_catalogue/c
atalogue_ics/catalogue_detail_ics.htm?
csnumber=52142 

Recommendations: 
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 All standards specified under the Data Integration Specifications must be treated as Mandatory.  

 The government of Liberia would base its schemas on the recommendation of the W3C XML Schema. 

 

2.10 INFORMATION ACCESS & INTERCHANGE DOMAIN 

Interoperability 

Area 

Specification (s) Description Maturity Enforcement Remarks 

Document type for 
Simple Hypertext 
Web Content 
 

ISO/IEC 15445:2000 
(HTML 4.01) 

HTML (Hypertext Markup Language) is 

the set of markup symbols or codes 

inserted in a file intended for display on a 

World Wide Web browser page. The 

markup tells the Web browser how to 

display a Web page's words and images  

for the user. 

HTML v4.01 is the 

current version of 

HTML. 

 

MC 

M http://www.w3.org/TR/2006/REC-xml-

20060816 

 However, the major browsers  

implement some features differently 

and provide non-standard extensions. 

The next generation of HTML standard, 

called HTML5.  It is currently a W3C 

candidate recommendation.  

Document type for 
Complex, Strict 
Hypertext Web 
Content (XML or 
non-XML) 
 

XHTML v1.1 
 

XHTML is a XML based stricter and 
cleaner markup language.  
. It is designed for devices with  
limited processing power and capabilities 
such as mobile phones, PDAs, smart 
watches, pagers, etc. XHTML Basic does 
not contain XHTML features that are 
difficult to support on these devices. 

XHTML 1.1 
Module-based 
XHTML 
May 2001 

 

 

MC 

M As there is a growing trend to adopt 

XHTML, it is recommended that only 

those features of HTML that are 

supported by XHTML are used. 
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Style Sheets (to 
define Look & Feel 
of Web-page) 
 

Cascading Style 
Sheets, (CCS v2) 
 

Cascading Style Sheets, level 2 (CSS2) is a 
style sheet language that allows authors 
and users to attach style (e.g., fonts, 
spacing, and aural cues) to structured 
documents (e.g., HTML documents and 
XML including SVG and XUL applications).  

MC M CSS is designed primarily to enable the 
separation of document content 
(written in HTML or a similar markup 
language) from document presentation, 
including elements such as the layout, 
colours, and fonts. 

Though CSS3 is not yet a W3C 
recommended standard, but all the 
major browsers are already supporting 
many of the new features.  

Document Type for 
Editable documents 
(with formatting) 
 

 OpenDocument 

Format (ODF 1.1) 

The OpenDocument Format (ODF) is an 
XML-based file format for representing 
electronic documents such as 
spreadsheets, charts, presentations and 
word processing documents.  

OpenDocument 
1.1 was approved 
as an OASIS 
Standard during 
Feb 2007.  
 

 

MC 

M There are many free and proprietary 
implementations that support the 
OpenDocument format including office 
suites (both stand-alone and web-
based) and individual applications such 
as word-processors, spreadsheets, 
presentation, and data management 
applications.  
 
ISO/IEC 26300:2006  
 

Document Type for 
Editable documents 
(with formatting), 
Spreadsheet, 
Presentation. 
 

.txt 
 
.rtf v1.6 
 
 
 
PDF v1.2, 1.3, 1.4, 
1.5, 1.6 or  
1.7 (ISO 32000-1) 
 
.doc (Word 97 file 
format which is used 
by Word 97 and 
later  
versions) 

Plain/unformatted text files. 

The Rich Text Format (RTF) specification 
provides a format for text and graphics 
interchange. 

Portable Document Format 

 

.doc (Word 97 file format used by 
Microsoft Windows 97 and later 
versions.) 

MC 

 

 

 

 

 

 

M Will continue to be supported as a 

common format. 

 

 

 

Documents are created in or converted 

to PDF/A file type/format, for long term 

preservation to ensure that they can 

still be accessed in the future. 
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.docx (ISO/IEC 
29500:2008) 
 
.ppt (PowerPoint 97 
file format which is 
used by PowerPoint 
97 and later 
versions) 
.pptx (ISO/IEC 
29500:2008) 
 
.xls (Excel 97 file 
format which  
is used by Excel 97 
and later versions) 
.xlsx (ISO/IEC 
29500:2008) 
 
OpenOffice.org v2.0 
file format based on 
OpenDocument  
1.1 
 

 

 

.ppt (PowerPoint 97 file format which is 
used by PowerPoint 97 and later 
versions) 

 

 

 

Proprietary Microsoft spreadsheet 
formatused by Microsoft Excel 97 and 
later versions. 

 

The OpenDocument Format (ODF) is an 
XML-based file format for representing 
electronic documents such as 
spreadsheets, charts, presentations and 
word processing documents.  
The most common filename extensions 
used for OpenDocument documents are: 
•.odt for word processing (text) 
documents  
•.ods for spreadsheet 
•.odp for presentation 
•.odg for graphics  
•.odf for formulae, mathematical 

equations  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

New features that are provided in 

newer version(s) of Microsoft Office 

may not  

be supported in the older version(s) 

 

Microsoft PowerPoint is likely to remain 

as one of the major players for 

presentation application in the near 

future. 

 

New features that are provided in 

newer version(s) of Microsoft Office 

may not  

be supported in the older version(s). 

Please refer to the following Web pages  

for more information: 

 

http://technet.microsoft.com/en-

us/library/cc178953.aspx 

 

If the implementations of 

OpenOffice.org v2.0 products conform 

to the use of this standard  
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 ODF v1.0 was 
publised in Dec 
2006 

 
OpenDocument 
1.1 was approved 
as an OASIS 
Standard during 
Feb 2007.  
Currently, only 

one version of 

.ods exists. 

 

 

 

 

OpenOffice.org v2.0 specifications for 

extensions to the OpenOffice.org v2.0  

file format, interoperability across these  

variants will be enhanced. 

 

ISO/IEC 26300:2006 

 

Graphical / Image  
file types 

Joint Photographic 
Expert Group (JPEG) 

JPEG is an image coding system with 
digital compression for continuous-tone 
grayscale or colour digital still image 
data.  
 

Originally ratified 

in 1994. 

 

 

MC 

O ISO/IEC IS 10918-1:1994  
Widely supported by browsers and the 

majority of image processing, graphics  

design, photo processing and scanner 

accessory software. 

 

http://www.W3.org/Graphics/JPEG 
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Graphic Interchange 
Format (GIF) 

GIF uses loss-less data compression 

algorithm LZW, which is patented, but  

known patents have expired. 

Version 89a is the 

current version  

 

MC 

O Graphics Interchange Format is a de 

facto standard widely supported by  

browsers and the majority of image 

processing, graphics design, photo  

processing and scanner accessory 

software. 

 

http://www.w3.org/Graphics/GIF/spec-

gif89.txt 

Tag Image File 
Format (TIF) 

Tag Image File Format (TIFF) is a common 

format for exchanging raster  

graphics (bitmap) images between 

application programs.  

Version 6, the 

current version 

was published in 

1992 

 

MC 

O Will continue to be a widely supported 

graphic image file format. 

Portable Network 
Graphics (PNG) 

Portable Network Graphics (PNG) isa 

widely supported image compression  

Format. loss-less compression. This is an 

open and free standard. 

PNG was first 

published by the 

IETF in 1997 and 

recommended by  

the W3C. Second 

edition (ISO/IEC 

15948:2003) was 

recommended by 

W3C in November 

2003. 

M Additional details can  

be obtaine  from the PNG’s home site:  

http://www.libpng.org/pub/png 

 

The PNG specifications and other 

technical details can also be secured 

from the w3C site:  

http://www.w3.org/TR/2003/REC-PNG-
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MC 

20031110 

Character sets and  
encoding for Web  
content 

ISO/IEC 10646-
1:2000 

ISO 10646 is an ISO standard to encode 

the characters of the major languages  

of the world into a single character set.  

ISO 10646 is code-for-code compatible 

withUnicode which can be considered  

an implementation of ISO 10646.  

Unicode can be encoded in different 

ways.  

 

The first version 

of the ISO 10646 

standard (i.e. 

ISO/IEC 10646-

1:1993) was 

released in 1993 

and ISO/IEC 

10646-1:2000 was 

released in 2000. 

 

MC 

M UTF-8 is the most common way of  

encoding content that are based on the 

ISO 10646 standard. 

Moving image and  
audio / visual 

MPEG-1 (ISO 11172) 
– for  
video and audio 
.mp3 (ISO 11172) – 
for audio 
 

MPEG-1 is the first of the MPEG 

standards. It is among other things used 

for Video CDs and small video files of low 

quality. Gives low image quality.  

Associated sound must be in MP1, MP2 

or the MP3 format. 

MC M The MPEG-2 standard is designed for 

video of high quality. It is used among  

other things for DVDs. 

 

http://www.mpeg.org 

MPEG-4 (ISO 14496) 
– for  
video and audio 
 

MPEG-4 is a term used for all codecs, 

which complies with the MPEG-4 

standard.  

These codecs normally give a high level 

of compression in conjunction with a  

high image quality. A generic MPEG-4 

decoder is sufficient for decoding all  

MPEG-4 video. 

MC M  

http://www.mpeg.org 
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Flash Video 
(FLV/F4V) – for  
video and audio 

As the de facto standard for dynamic 

media on the web, Adobe Flash supports 

a number of media formats. These 

includetwo core open container formats 

for delivering synchronized audio and 

video streams: FLV and F4V. 

the latest version 

of the 

specification as of 

2011, is 10.1 

 

MC 

M It is an open specification and widely 

adopted by different governments and 

commercial entities over the world as 

the video format. 

Content for Mobile 
Devices  
 

Wireless Markup 
Language (WML 
v1.3) 

WML (Wireless Markup Language) is a 

language that allows the text portions  

of Web pages to be presented on mobile 

telephones and personal digital  

assistants (PDAs) via wireless access. 

WML is part of the Wireless Application  

Protocol (WAP). 

WML 1.3 forms 

part of the 

specification of 

WAP 1.2.1 and 

WAP 2.0. 

 

MC 

M WML is a standard mark-up language 

for the development of content for 

small  

 screen wireless devices based on WAP 

(and is thus compatible with mobile 

network standards such as GSM, CDMA, 

TDMA and packet-switched data 

standards such as GPRS, IS95B and 3G). 

 If the sender is uncertain what office software the recipients are using, the sender should send the documents in a format (e.g. .htm, .rtf, .doc) that common 

office software available in the market are able to handle. 

 The open standard file format is increasingly adopted in the user community as the earlier versions of Microsoft Office have entered the end-of-life stage. 

 Microsoft has announced that the next version of Excel will use an XML-based file format by default. Nevertheless, the binary formats (.doc, .ppt and .xls) will still 

be available in the next version of Office. 

 The content provider should ensure that appropriate viewers/codecs are openly accessible to the consumer (e.g. as freeware downloadable from the Internet), 

and should provide a pointer to the viewer/codecs as necessary. 
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3. BEST PRACTICES FOR IMPLEMENTATION OF 
TECHNICAL STANDARDS 

 

1. For new e-Governance projects, right from the conceptualization and design stage, the use 
of listed Technical Standards in this document, and other e-Governance standards 
published by the Government of Liberia from time to time, must be adhered to.  For this 
purpose, all Interoperability Areas covered under the applicability of Policy on Open 
Standards requiring the use of Standards must be identified. For the Areas covered by this 
document, the listed standards must be used. If any Area is not covered in this document, it 
should be flagged and communicated to the Government of Liberia at the earliest for 
evaluation. 

2. The project proposals /Request For Proposals (RFP) should ensure compliance to technical 
standards published this standard document.  

3. Conformance to the identified standards in the specified Areas should be ensured during 
the e-Governance project life cycle using a suitable mechanism in consultation with e-
Liberia. 

4. In case of Interim or Matured but Declining or Evolving standards, one should look for 
updates, if any from time to time. 

5. New versions of legacy applications should ensure adherence to the standard specifications. 

 


